Generated from: https://iwap.com.pl/Sat-10-Dec-2022-19396.html
Generated on: 2026-04-13 06:17:07 | Copyright © 2026 IWAP OPTOELECTRONICS. All rights reserved.

| I
®e-

| I ]

oe-

Iran wireless solar-powered
commuhnication cabinet inverter
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Iran wireless solar-powered communication cabinet inverter

'Rogue' communication devices found on Chinese-
made power inverters

These communication capabilities are disclosed in
what's called a software bill of materials - a listing
of the components that comprise the inverter
package. The communication devices uncovered
by the ...

Rogue Communication Modules in Solar Inverters:
Radiflow Threat

In May 2025, Reuters disclosed that Chinese-made
solar inverters were being delivered with
undocumented cellular radios --SIM-card slots and
RF circuitry secretly soldered onto their PCBs and

Hidden Devices in Solar Grid Inverters and
Batteries

Over the past nine months, forensic security
teams have logged multiple brands of Chinese
solar inverters containing hidden wireless
communication equipment. Investigators have
also discovered hidden ...

U.S. officials Investigating Rogue
Communication Devices in Solar Power

These inverters, which are essential components
that convert direct current from solar panels into
alternating current usable by the electrical grid,
were found to contain undocumented cellular
radio ...

Page 2/5 IWAP OPTOELECTRONICS - Professional Energy Solutions


/hidden-devices-in-solar-grid-inverters-and-batteries/
/hidden-devices-in-solar-grid-inverters-and-batteries/
/'rogue'-communication-devices-found-on-chinese-made-power-inverters/
/'rogue'-communication-devices-found-on-chinese-made-power-inverters/
/rogue-communication-modules-in-solar-inverters-radiflow-threat/
/rogue-communication-modules-in-solar-inverters-radiflow-threat/

& & & &
--.-.-
XY ¥ XL

a8 &8

The Hidden Threat: How Rogue Communication
Devices in Solar Inverters

This investigative article exposes the discovery of
undocumented communication devices hidden in

FRERG o TEBURRS Chinese-made solar inverters, creating
inery SNorae systen — U L Fre e e .
v ‘ unprecedented vulnerabilities in global power
grids.

Hidden communications devices found in Chinese
solar power inverters

U.S. energy officials are reassessing the risk posed
by Chinese-made devices that play a critical role
in renewable energy infrastructure after
unexplained communication equipment was found
inside some of ...

Communications Backdoor in Chinese Power
Inverters

Reuters was unable to determine how many solar
power inverters and batteries they have looked at.
The rogue components provide additional,
undocumented communication channels that
could allow ...

Rogue communication devices found in Chinese
solar power inverters
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The two people declined to name the Chinese
manufacturers of the inverters and batteries with
extra communication devices, nor say how many
they had found in total.

Beware the "rogue communication devices"

Reuters published a story yesterday that seems
alarming on its face -- Chinese manufacturers may
be putting secret communication devices in our
solar inverters.

Iran pushes for local inverter production amid
rapid ...

Iran has committed to a plan to support local
manufacturing of solar inverters as the country's
solar power generation continues to surge.
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